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IN THE CLAIMS : 

Please amend the claims as follows: 

1 . (Currently Amended) A method of encrypting and decrypting information, 
comprising: 

(a) providing informat i on and a key;[[,]] 

(b) using said key to [[help]] construct a state generator and a sequence 
of permutations;[[,]] 

(c) constructing a sequence of states with said state generator;[[,]] and 

(d) permuting said information with said sequence of permutations;[[,]] 
(ed) encrypting said permuted information with said sequence of states 

to generate a ciphertext i f th e p e rmut e d i nformat i on is a m e ssag e ; and 

(f) decrypting said ciphertext i nformat i on with said sequence of states if 
th e p e rmut e d i nformat i on is c i ph e rt e xt . 

2. (Currently Amended) The method of claim 1 , further comprising 
providing wh e r ei n a perturbator operable to change chang e s a permutation in 
the construction of to h el p g e n e rat e said sequence of permutations. 

3. (Original) The method of claim 1 wherein said method is used in a 
consumer product. 

4. (Original) The method of claim 1 wherein said method is used in a 
wireless application. 

5. (Currently Amended) The method of claim 1 A wherein steps (e) and (f) m 
(d) e ncrypt i ng and d e crypting use a function selected from the group consisting 
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of on e of th e fol l ow i ng function s : an exclusive-or function, an addition modulo L 
function, a subtraction modulo L function, or a permutation function 

6. (Original) The method of claim 1 wherein said state generator is a 
dynamical system. 

7. (Original) The method of claim 6 wherein said dynamical system is 
iterative. 

8. (Original) The method of claim 6 wherein said dynamical system is non- 
iterative. 

9. (Original) The method of claim 6 wherein said dynamical system is non- 
autonomous. 

10. (Original) The method of claim 6 wherein a matrix is used to generate 
said dynamical system. 

11. (Original) The method of claim 10 wherein said matrix is changed with a 
perturbator. 

12. (Original) The method of claim 11 wherein said perturbator uses a zero 
repeller. 

1 3. (Original) The method of claim 6 wherein one or more permutations are 
used to generate said dynamical system. 

14. (Currently Amended) The method of claim 13 A wherein said one or more 
permutations , that g e n e rat e said dynam i cal syst e m, creat e construct said 
sequence of states. 



1 5. (Currently Amended) The method of claim 1 3 A wherein said one or more 
permutations are changed with a perturbator. 

16. (Original) The method of claim 6 wherein said dynamical system is 
changed with a perturbator 

17. (Original) The method of claim 16 wherein said perturbator is 
implemented with a dynamical system. 

18. (Currently Amended) A method of encrypting and decrypting information, 
comprising: 

(a) providing i nformation and a key;[[,]] 

(b) using said key to [[help]] construct a state generator and a sequence 
of permutations;[[,]] 

(c) constructing a sequence of states with said state generator^,]] 

(d) permuting said sequence of states with said sequence of 
permutations;[[,]] 

(e) encrypting said information with the permuted sequence of states to 
generate a ciphertext; i f said i nformat i on i s a m e ssag e and 

{Q decrypting said ciphertext informat i on with the permuted sequence of 
states i f sa i d i nformation is ciph e rt e xt . 

19. (Currently Amended) The method of claim 18 A further comprising 
providing wh e r e in a perturbator operable to change chang e s a permutation in 
the construction of to h el p gen e rat e said sequence of permutations. 

20. (Original) The method of claim 18 wherein said method is used in a 
consumer product. 

21. (Original) The method of claim 18 wherein said method is used in a 
wireless application. 



22. (Currently Amended) The method of claim 1 8 A wherein steps (e) and (f) 
i n ( e ) e ncrypt i ng and d e crypt i ng use a function selected from the group 
consisting of on e of tho fo ll ow i ng funct i ons: an exclusive-or function, an 
addition modulo L function, a subtraction modulo L function, or a permutation 
function. 

23. (Original) The method of claim 18 wherein said state generator is a 
dynamical system. 

24. (Original) The method of claim 23 wherein said dynamical system is 
iterative. 

25. (Original) The method of claim 23 wherein said dynamical system is 
non-iterative. 

26. (Original) The method of claim 23 wherein said dynamical system is 
non-autonomous. 

27. (Original) The method of claim 23 wherein a matrix is used to generate 
said dynamical system. 

28. (Original) The method of claim 27 wherein said matrix is changed with a 
perturbator. 

29. (Original) The method of claim 28 wherein said perturbator uses a zero 
repeller. 

30. (Original) The method of claim 23 wherein one or more permutations are 
used to generate said dynamical system. 



31 . (Currently Amended) The method of claim 30 ± wherein said one or more 
permutations construct , that g e n e rat e — said dynam i ca l syst e m, cr e at e said 
sequence of states. 

32. (Currently Amended) The method of claim 30 ± wherein said one or more 
permutations are changed with a perturbator. 

33. (Original) The method of claim 23 wherein said dynamical system is 
changed with a perturbator. 

34. (Original) The method of claim 33 wherein said perturbator is 
implemented with a dynamical system. 

35. (Currently Amended) A cryptographic machine, comprising: 

(a) information;^,]] 

(b) a sequence of permutations , wh i ch p e rmut e s for permuting said 
information;^,]] 

(c) a state generato r, which constructs for constructing a sequence of 
states;[[,]] 

(d) a key! — which d e t e rm i n e s for determining said sequence of 
permutations and said state generator;[[.]] and 

(e) a processor operable to encrypt said permuted information into a 
ciphertext using said seguence of states and to decrypt said ciphertext using 
said seguence of states w h e r e by i f th o p e rmut e d i nformat i on i s a p e rmut e d 
m e ssag e , th e n sa i d sequ e nc e of s tat e s e ncrypts sa i d p e rmut e d m e ssag e a nd if 
the p e rmut e d i nformat i on is p e rmut e d c i ph e rt e xt th e n said s e qu e nc e of s tat e s 
d e crypts said p e rmut e d ciph e rt e xt . 

36. (Currently Amended) The machine of claim 35 , further comprising 
wh e r e in a perturbator operable to change chang e s a permutation in the 
construction of to h e lp g e n e rate said sequence of permutations. 



37. (Original) The machine of claim 35 wherein said machine runs in a 
consumer product. 

38. (Original) The machine of claim 35 wherein said machine runs in a 
wireless application. 

39. (Currently Amended) The machine of claim 35 x wherein the e ncrypt i on 
and d e crypt i on us e processor uses a function selected from the group 
consisting of on e of th e fol l owing funct i ons: an exclusive-or function, an addition 
modulo L function, a subtraction modulo L function, or a permutation function. 

40. (Original) The machine of claim 35 wherein said state generator is a 
dynamical system. 

41. (Original) The machine of claim 40 wherein said dynamical system is 
iterative. 

42. (Original) The machine of claim 40 wherein said dynamical system is 
non-iterative. 

43. (Original) The machine of claim 4 0 wherein said dynamical system is 
non-autonomous. 

44. (Original) The machine of claim 40 wherein a matrix is used to generate 
said dynamical system. 

45. (Original) The machine of claim 44 wherein said matrix is changed with a 
perturbator. 

46. (Original) The machine of claim 45 wherein said perturbator uses a zero 
repeller. 



47. (Original) The machine of claim 40 wherein one or more permutations 
are used to generate said dynamical system. 

48. (Currently Amended) The machine of claim 47 1 wherein said one or 
more permutations , that g e n e rat e sa i d dynamica l syst e m, cr e at e construct said 
sequence of states. 

49. (Currently Amended) The machine of claim 47 A wherein said one or 
more permutations are changed with a perturbator. 

50. (Original) The machine of claim 40 wherein said dynamical system is 
changed with a perturbator. 

51. (Original) The machine of claim 50 wherein said perturbator is 
implemented with a dynamical system. 

52. (Currently Amended) A cryptography machine, comprising: 

(a) information; 

(b) a state generato r, wh i ch constructs for constructing a sequence of 
states;[[,]] 

(c) a sequence of permutations , wh i ch p e rmut e s for permuting said 
sequence of states;[[,]] 

(d) a key , wh i ch d e t e rmines for determining said state generator and 
said sequence of permutations;[[,]] and 

(e) a processor operable to encrypt said information into a ciphertext 
using the permuted seguence of states and to decrypt said ciphertext using said 
permuted seguence of states wh e r e by if s a i d information i s a m es sag e , th e n th e 
p e rmuted — s e qu e nc e of states e ncrypts sa i d m e ssag e and i f said i nformation i s 
c i ph e rt e xt th e n the p e rmut e d s e qu e nce of stat e s d e crypts s ai d c i ph e rt e xt . 



53. (Currently Amended) The machine of claim 52 A further comprising 
wh e r ei n a perturbator operable to change chang e s a permutation in the 
construction of to h el p g e n e rat e said sequence of permutations 

54. (Original) The machine of claim 52 wherein said machine runs in a 
consumer product. 

55. (Original) The machine of claim 52 wherein said machine runs in a 
wireless application. 

56. (Currently Amended) The machine of claim 52 A wherein the e ncrypt i o n 
and decrypt i on us e on e of th e fol l ow i ng functions: processor uses a function 
selected from the group consisting of an exclusive-or function, an addition 
modulo L function, a subtraction modulo L function, or a permutation function. 

57. (Original) The machine of claim 52 wherein said state generator is a 
dynamical system. 

58. (Original) The machine of claim 57 wherein said dynamical system is 
iterative. 

59. (Original) The machine of claim 57 wherein said dynamical system is 
non-iterative. 

60. (Original) The machine of claim 57 wherein said dynamical system is 
non-autonomous. 

61 . (Original) The machine of claim 57 wherein a matrix is used to generate 
said dynamical system. 



62. (Original) The machine of claim 61 wherein said matrix is changed with a 
perturbator. 

63. (Original) The machine of claim 62 wherein said perturbator uses a zero 
repeller. 

64. (Original) The machine of claim 57 wherein one or more permutations 
are used to generate said dynamical system. 

65. (Currently Amended) The machine of claim 64 A wherein said one or 
more permutations construct , that g e n e rat e said dynam i ca l syst e m, cr e at e said 
sequence of states. 

66. (Currently Amended) The machine of claim 64 A wherein said one or more 
permutations are changed with a perturbator. 

67. (Original) The machine of claim 57 wherein said dynamical system is 
changed with a perturbator. 

68. (Original) The machine of claim 67 wherein said perturbator is 
implemented with a dynamical system. 

69. (Currently Amended) A cryptographic machine, comprising: 

(a) information; 

(b) at least one or mor e non-autonomous dynamical system systems for 
generating , wh i ch g e n e rat e a sequence of states;[[,]] 

(c) a key for determining wh i ch d e t e rm i n e s each said at least one non- 
autonomous dynamical system ; and 

(d) a processor operable to encrypt said information into a ciphertext 
using the generated seguence of states and to decrypt said ciphertext 
using said generated seguence of states w h e r e by i f said i nformation is a 
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messag e , th e n sa i d machin e e ncrypts said m e ssag e us i ng the stat e s of 
on e or mor e of sa i d non autonomous dynam i cal syst e ms and i f sa i d 
i nformation i s ciph e rt e xt, th e n mach i n e d e crypts said ciph e rtext us i ng th e 
stat e s of on e or mor e of sa i d non - autonomous dynam i ca l syst e ms . 

70. (Currently Amended) The machine of claim 69 A wherein each said at least 
one non-autonomous dynamical system is implemented with a distinct 
sequence of permutations. 

71. (Original) The machine of claim 69 wherein each said sequence of 
permutations is implemented using a perturbator. 

72. (Currently Amended) The machine of claim 69, wherein said machine 
m e thod is used in a consumer product. 

73. (Currently Amended) A method of encrypting and decrypting information, 
comprising: 

(a) providing i nformat i on and a key;[[,]] 

(b) using said key to help-construct a sequence of permutations;[[,]] 

(c) encrypting said information into a ciphertext with said sequence of 
permutations; i f said informat i on i s a m e ssag e and 

(d) decrypting said ciphertext with said sequence of permutations i f said 
information i s c i ph e rt e xt . 

74. (Currently Amended) The method of claim 73 , further comprising 
wh e r ei n a perturbator operable to change chang e s a permutation in the 
construction of to h e lp g e n e rat e said sequence of permutations 

75. (Original) The method of claim 73 wherein said method is used in a 
wireless application. 



76. (Original) The method of claim 73 wherein said method is used in a 
consumer product. 

77. (Currently Amended) A method of generating random numbers, 
comprising: 

(a) providing a state generator and a sequence of permutations;[[,]] 

(b) generating a sequence of states with said state generator;[[,]] 

(c) permuting said sequence of states with said sequence of 
permutations;[[,]] and 

(d) extracting random numbers from the permuted sequence of states. 

78. (Original) The method of claim 77 wherein said random numbers are used 
as encryption and decryption keys. 



